Hupopmauust 06 ocHoBHBIX Biax MOLICHHUYECTBA

B Hacrosiiee Bpems nauGosnee PaCIpOCTPaHeHHBIM CIIOCOGOM COBEpIICHHS
TIPECTYNIICHUH B HaHHOM cdepe ABseTcs XuIeHMe ¢ OaHKOBCKHX KapT rpaiaH,
KOTZa 3OyMBIUIECHHHKA O Tele()OHY NPeACTABISIOTCS COTPYAHUKAMHU CIyx6
0€30I1aCHOCTH PasNUYHbIX GAHKOB U [IOA pasIUYHBIMU NPEUIOTaMHU TOIYYa0T OT
TIOTCPIIEBLINX HOMEp OaHKOBCKOM kapTel, kom CVV (3 undpsr Ha obparHoii
CTOpOHE KapThl), a TaKkKe Napoiy, lpuxoansuine no SMS, weobxomumsle s
NpOBe/IeHNs (PUHAHCOBLIX onepauuit. Takxe 3I0YMBIIIIEHHUKH MOTYT COOOLINTE
TOTEPICBIUMM O HEOOXONUMOCTH YCTAHOBJIEHHS Ha CMapT(hOoH, KOMIBIOTEp MK
IIAHINET Pa3saUYHBIX MPOrpamMM («Anydesk», «Quick supporty, «Teamvievery u
Jp.), BbIAABas UX, B TOM 4uCie, 3a AHTUBHUPYCHBIE, T03BOJSIOIMX MOIIEHHUKAM
AUCTAHLMOHHO, T.e. YIQJIeHHBIM J0CTYIIOM, YOPaBIATE CMapTHOHOM, HOYTOYKOM
WM TUTAHIIETOM M, KaK CJEACTBUE, OCYINECTBIIATh OHJIAMNK NIEPEBOABI OT UMEHH
TIOTEPIIEBIIMX Y€PEe3 UX JIUYHBIN KaOUHeT.

Obpawaio BHumanwe, uto B XOzHE TENCeYOHHBIX PA3rOBOPOB MOMIEHHUKH
MOTYT COOOWIATE BallM [EPCOHAIBHBIE IAHHbIE: ®UO, nary poxmenus,
TACTIOPTHBIC NAaHHBIE, a TaKXKe Jaxe MOCHeIHue ONepally I10 BallMM CYeTaM.
Kpome roro, npectynuuxy, UCTIONIB3yst  BOSMOXHOCTH [P-Tenedonuu, MOryT
OCYIICCTBISATE 3BOHKH C aBOHEHTCKHUX HOMEPOB, CXOXXMX HIM MIAEHTHYHBIX
OQHUHATBEHEIM HOMepaMm 6aHKOB, YKa3aHHBIM Ha 000POTHO# CTOpOHE Kapr.

10681 He CTaTh *epTBOi MoKOGHbIX NPECTYNICHUH HEOOXOAUMO MOMHUTS,
ITO HACTOSIUME COTPYAHMKH GAHKOB HHUKOrJA HE 3BOHST KIIUCHTaM Y HE MPOCAT
COOOIIMTL UM KaKyI0-1u60 MH(OPMALIMIO, KACAIOIIYIOCH KaK HX IIEPCOHATBHEIX
AGHHBIX, TaK K OaHKOBCKOH KapTbl. Hu Ip¥ Kakux OOCTOATENbCTBAX He
pasrialanTe HUKOMY, BKIIOYAsh COTPYAHMKOB 6aHKOB, Mapony Ha npoBeneHue
onepauui. Ilapons nns Bxoga B cucremy «bank Ownnaitu» 310 Bama uypas
KOHOHIeHUManbHast uHbopmanus, T alkoKe, HE B KOEM Cllyyae HE CTOMT
YCTAHABIMBATE MO0 Npocsbe HEeW3BECTHBIX  JIHII KaKkue-nubo mnpuioxeHus
(mporpammbr).

WHele cnioco6er MoennuyecTsa COBEPLICHHBIC JUCTAHLIMOHHBIM CIIOCOGOM.

C ucnonp3oBanueM cetu UntepHer:

1. IlyreM nonyyenus NIpenoIIaTsl B pasmepe 10 100% 3a TOBap WK yCIYTY C
TIOMOIIBIO CO3MAHUS «OXHOMHEBHBIX» UHTEPHET-MATA3HHOB K CalTOB-ABOMHUKOB;
C HCnosp3obanuem MHTepHer-mromanox no IIPOZaKe TOBAPOB M yCIyr (CaiTel
«ABuTO», «IOnay» u Ap.); B COLMANIBHBIX ceTsx «B KOHTaKTe», «ONHOKIACCHUKIY
U T.A.

[Ipexxne uem 3akazars TOBap B VIHTepHeTe mouuTaiiTe OT3BIBEI Ha pas’HbIX
CaliTax O NaHHOM HHTEPHET-MATA3WHE MK BUPTYaJIbHOM IIPOJIABIE, B CIyyae
HalMqHs BBl Cpasy o6HapyXuTe OTpHLATENbHBIE OT3BIBLI, OTCYTCTBHE OT3LIBOB O
BHIOPAHHOM BaMH HHTEpHET-Maraszuue FOBOPUT O KOPOTKOM MEpHOZE ero
CYIECTBOBaHUA. BuumarensHo uuraiite Hazpanus MurepHer-marasuna, Tem
caMbIM Bbl u36exure caliToB-KIOHOB. Crapaiitecs us6erars MIOKYIIKH TOBapa II0
Npenoriate. Eciu nena ToBapa ropasno Hmke IeHs B OGBIYHEIX PO3HUYHBIX
Marasuhax, Tak W B ApYrUX MHTEPHET-MarasuHax, nubo Ha PBIHKE B LIEJIOM
(HarpuMep, Mpy Tpoaake aBTOMAILIMHL MO 3aHMKEHHOH CTOMMOCTH), 3TO MOBOJ
HaCTOPOXKUTHCS.




2. Ilyrem nomyuenus undopmarnmn or muua, pa3sMecTHBILIETO OGBSBICHHE O
NpozaXKe KaKoro-anbo TOBapa, O MONHBIX PEKBHU3UTAX €ro GAaHKOBCKONX KapThl
(HOMep, CpOK neicTBHS, NaHHbIE aepxkarenst, CVC-kon), axkoObl, ¢ Lebio
BHECCHUS NIPENOIIIATEI, C NOCIEAYIOMMUM XHIIEHHEM C Hee JeHEKHBIX CpeCTB,
UCTIONIB3YS MOJTYYESHHBIE JaHHbIE.

He cooGuiaiite HEH3BECTHOMY KaKylo-1HO0 nH(bOpMaLMIo Kacaroulyrocs
OaHkOBCKOM KapTel - s OCYIIeCTBIEHMS mepeBoAa TpeGyeTcsi TONBKO
IIECTHAANATU3HAYHBIH HOMep KapThl. HM npu Kakux o6CTOSTENLCTBAX HE
coobuiaiite nmapomu Ha nposeneHne onepauud. Ilapons s Bxona B CUCTEMY
«bank Onnaitn» 210 Bama uyHas KOH(UIeHUMaNbHas HHOPMALIHs,

3. IlyTemM mnomy4eHus HeHEXHBIX CPECTB OT NIOTEPIEBIINX TIPH, AKOOEI,
BHECCHUN CTaBOK Ha (JOHIOBBIX U UHBIX GUpIKaX.

Ilpexne 4em BHOCHTH meHbrH moumTaiiTe OT3BIBEI Ha Pa3iin4HBIX caiiTax B
HIHTepHere, y3HaliTe K IOpPHCOMKLMM Kakoii CTPaHbl OTHOCHUTCS MAEATEIBHOCTB
JaHHOW OpraHM3alliy, a TaKKe O3HAKOMBLTECH C NpaBUlaM¥ M YCIIOBHSAMH ee
NEeATENBHOCTH.

4. B3noM cTpammn nonb3oBartenell B CoOLMaIbHBIX CeTsAX, B OCHOBHOM
«BxoHTakTe» u «OIHOKNIACHUKUY», U PACCHUIKA COOBIEH I «APY3bAM» OT UMEHHU
A@HHOTO IIONB30BATENS ¢ NPOCEOOH OMOMKHTL JIEHEr, KOTOpble HY)XHO IIE€pPeBeCTH
Ha yKa3aHHbIe aDOHEHTCKHE HOMepa Wi GaHKOBCKHE KapTEHIL.

IIpexxne uem ocymiecTsuth nepesox moszponmTe CBOEMY ApYry, OT KOTOPOro
MPHLUIIO COOOIUEHUE, U YTOUHUTE HH(OPMALIUIO.

C _HCTONIB30BaHMEM CPEICTB COTOBOM CBS3U IOyTeM COOOIICHHS rpaaHam
3aBEJIOMO JIOXKHOHN uHdopManuu:

L. O HapyweHmn wux 6iu3KHMU POACTBEHHHKaMH  JEHCTBYIOIIETO
3aKoHonarenscTa (cosepwenne JTII, npuuuHeHUE TeneCHBIX MOBPEXACHMIA,
XPaHCHHe HAPKOTHKOB K T.IL), C LEJBIO Nepenauu MOTEPIEBIINMHU JIEHEKHBIX
CPEACTB Hepe3 MOCPEHUKOB, NUG0 NEpeBoa uX uepes TEPMHUHAJIBI OIIATHI JUIs
PaspeLICHUs CIIOXKUBILIeHCA cuTyauuu. [Ipy 9ToM MoIeHHUKY CTaparoTCs AepKaTh
(OKCPTBY» BCETia Ha CBA3H, C LENBIO MCKIIOYEHHS KAKUX-THGO aelicTBHE c ee
CTOPOHBI IT0 IIPOBEPKE HHMOPMALIHH.

Heobxonumo nepessonuTs Ha usBecTHble aBoHenTCKHe HOMepa Juiy,
KOTOPBIM  MPEICTABAAETCA 3MOyMBIULIEHHHK, TG0 POJICTBEHHUKAM, C LENbIO
BBISCHEHHST NEHCTBUTEILHOCTH IPOM3OLIE/IIUX COOBITHIL [Tonpocuts 3B0HAIIETO
Ha3BaTh KaKue-mubo JaHHbIE JMLA, KOTOPLIM OH IPEACTABSeTCs (®.1.0., nara
POXACHUA, MECTO JKHUTENbCTBA, NaHHBIC POACTBEHHUKOB, KaKHe-THGOo (GaxTel u3
JKH3HU U T.JO.).

2. O GnoxupoBKe GaHKOBCKOH KapTsl ITyTeM pacceliku SMS-coobumenuit u
NOCIEAYIOWEro HH(OPMUPOBAHUS O HEOGXOAUMOCTH NaNlbHEHIIero BBEICHHSI
psana koMmanz ¢ 6aHKkomara.

[Ipexne deM BbimonHATH Kakue-TM60 melcTBUS GaHKOBCKOH KapToif
IIEPE3BOHHUTE B OAHK M yTOUHUTE HHDOPMALHIO.

3. O BO3MOXHOCTH NOJy4YeHHS KOMICHCALUH 34 paHee mpuOOpeTeHHbIE
HEKAICCTBCHHBIC TOBAPHl MM OKA3AHHBIE YCIYIW, IS 9ero HEOOGXOIHUMO
TIEPCUUCIIATE ONPE/IeNeHHBIH IPOLIEHT OT MOoJIaralomeics CYMMEL




Cnenyer 3HaTh, YTO PasiMYHBIC KOMIICHCALMU BHIIIAYHBAIOTCS rpaxkiaHaM
TONBKO NpH MX JIMYHOM IMCBEMEHHOM OOpalleHHH B COOTBETCTBYIOLIHE
opraHu3anui. Hukakue npouenTs! 3a BEIIIATY KOMIIEHCALWMI He YIUTQYUBAIOTCA.

4. SIx0OBl, U3 MONUKIMHUKY UTH GOJNBHMIEL, O TOM YTO y Bac wnu y Bamux
POACTBEHHUKOB OOHADYXHUIH CTPAIUHBIA AWArHO3 M 4TOOBI BBUICYUTh GOJE3HB
HEOGXOMMO MEPEBECTH JCHbIH 3 JIEKAPCTBA.

Heo6x0auMo nOMHHMTb, 4TO HACTOSIIMI Bpay HUKOIIA He OyneT 3BOHUTEL BaM
no TenedOoHy M CoOOIAaTh O «CTPAIHOM IHMArHO3e» WM IIPOCUTH IEPEBECTH
JCHbIY 3a JIEKapCTBa.

J. C npocs60i#t KynuTh NPOJyKThI, CIIUPTHOE, LBETHI U T.1I., JOCTABHTH X 11O
YKasaHHOMY alipecy, a IOIYyTHO MEePevHCINTh AEHEKHbIE CPEACTBA Ha TelehoH, ¢
3aBEPCHHUEM, YTO JEHbLI'H BEPHYT 110 MPUOBITHIO HA AJIpec 3aKa34UKa.

Ecnu BBl ucnonnsere kakoe-1u6o IopydeHue o TenedoHy, HoCTaBigere
3aKaspl, TO HE CIENYeT NMEepeBOAUTH JCHbIM HA He3HaKOMble TeedOHbI, CHavyaia
AOCTaBbTE TOBAP II0 HA3HAYCHHUIO U HA MECTE ONPENEIUTECH C 3aKa3YUKOM.

Kpome IMCTaHIMOHHBIX MOLICHHUYECTB IPaXKIaHe CTAHOBSTCS XKEepTBaMH U
KOHTAKTHBIX MOLUCHHUYECTB, COBEPLICHHBIX IO/l BUIOM COLUAIbHBIX pabOTHHUKOB,
COTPYAHHMKOB Pa3NNYHBIX OpraHM3alui (ropras, ropcser, ITeHCHOHHBIA (oHT,
MeMUMHCKHe pabOTHUKA U T.4.). [lpennoramu MOryT GbITh: CPOYHBIA 06MeH
JCHEer, HaA0aBKU K IEHCHH, IPOBEPKAa a30BOr0 MM BOJSHOTO obopynoBaHus,
[IEpepacteT KBapTIUIaThl, MPEMHH BeTepaHaM, npoxaxa BAJIOB, MeIMUMHCKUX
NPUOOPOB UM APYIHUX PA3NUYHBIX TOBAPOB 10 JBLOTHBIM HEHAM U T.1. OcHOBHas
UEMb 3NOYMBIIUICHHHKOB — Y3HATh, € XPAHSITCS ACHEXKHBIE CPEACTBA OKEPTBBI»,
fIOCJIE Yero OTBJICYL €€ BHUMAHHE ¥ COBEPIUUTH HX XHIICHHE. TakKe NMpemioroM

MOXET OBITh TIaJaHue, CHATHE SKOObl HAIOKEHHOMN IIOpYH, HCLEIEHHE OT
3a00J1eBaHUIA.

Kak nousts obman:

- 00 OOMeHe JNEHEXHBIX CPEJICTB WM IPOBELEHHH KaKUX-1460 pedopm
3apanee Oyner coobliarhes B paznudubix CMU (TeneBuIEHME, PaZMO, NEYaTHbIE
U3NAHUA), B OTHENCHUSIX OGaHKOB, YUPEKIEHUSIX COLUATLHOMN MOJIUTUKH,
IIEHCUOHHOIO POHIA U T.J.

- Y3HaT, 1TO 33 OpraHU3ALMIO NPE/CTaBIISIOT NPHUILE/IIIKE U, [I03BOHUB TY/a,
Y3HATP, €CTb JIM TaM TaKUe COTPYAHMKM H NPOBOAMTCS JU 06XOH JOMOB IO
0603Ha4YEHHOMY BOIIPOCY; MONPOCHTH NPEABABAT YyAOCTOBEPEHHE,;

- YBEAOMHTD POJICTBEHHUKOB (JKEATENBHO MONPOCHTH MOXBEXATh);

- IO3BOHMTE MJIH [103BATh COCEAEH;

- TIO3BOHMTD 3aKPEIUICHHOMY COLMAIBHOMY PabOTHHKY:;

- HE CTOMT IIOKYNaTh ¥ HEM3BECTHBIX HUKAKHMX JIEKAPCTBEHHBIX MPENapaToB,
ra30aHau3aTOPOB, CYETYMKOB, (QUILTPOB AJISL BOIBI, XO3SHCTBEHHDBIX TOBapOB,
MEIULMHCKUX NIPUOOPOB U T.11.



FPAXAAHE, BYAbTE BAUTEAbHBI,

, BTOM YUCAE NIPEACTABASIOLMCS
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Yuacmuauce ghakmel Mowt

HEHHMU!

OMHOWEHUU NoXdcuUNbIX 2pa:»c6au

K Bam npuwnu paboruuku [leHcuonHoro

b donga, coyuansHoii, rasosoii cnywbsl uan

UHbie /iMLa Nof PasAUYHLIMKU NPeaoramu
nbiTaloTcs saiitm Kk Bam B fom gns okasanun

i ycnyr uam nposepku obopygosanus

yAOCTOBEpeHue,
OpraHusaumio, COTPYAHUKAMW KOTOPOH OHM

NPEeACTaBUAMCE AW B NOMLMIO no Tenedony
02!

- He cnewure nyckats ux B gom!

ObssarensHo nocmorpure nx

NossBoHUTE B TY

- Hu B Koem cniyqae He NoKaskiBaiiTe HeSHaKOMBbIM MecTa XpaHeHWR AeHer u yeHHocTek!
- ByabTe auTencHbl NpU nonbiTKax oTenedb Bac u octasuTe HesHakomua bes npucmorpa B
KBapTupe (Hanpumep, nog npegnorom npuHecru sogbi)!
He ocmasaiimecs pasnodyuirsimu,
006eoume 3my UHMHOPMARUIO 00 POOHBIX U GAUSKUX!

I'Y MBJT Poccuu no Huscezopodckoii obnacmu npeoynpescoaem!
B 2019 200y srcepmeamu momwennukos cmanu 6onee 2400 scumeneii obnacmu,
Yuiep6 om ux oeiicmeuii cocmasun 6onee 550 munnuonos pybnei.

Cameie pacnpocmpanennsie cnocobvr mowennuvecmeal

Moxynka unau np 012%Ka TOBApa Yepe3 HHTEePHeT-CalT

Ecan Bl nponaere uan nokynaere kakoii-au6o TOBAp
N0 00BAB/ICHHSIM, PA3MCINEHHBIM HA HHTCPHET-CANITAX,
H AJIsl MepeBOja NCHEKHBIX CPeICTB NMOMHMO HOMeEpa
GankoBckoii xapThr Bac npoesit Haseate eé NMUH-kox,
KOA Oe30omacHOCTH (3TO TpH noCAeaHHEe ungpsl,
pacnonoikeHHele Ha o0paTHOH cropone GaukBcoii
KApTbl), a8 TaKkKe NAPOIH U3 TeleOHHBLIX CMe-
COO0 L CHHIA,

NMOMHUTE! BAM 3BOHUT MOLUEHHUK!

HE nepeuucnsiite npeponnaty, me yGenuBuinch B
HaleMHOCTH NPOJaBLA.,

.

MoenHHYeCTBA ¢ 0aHKOBCKMMH KapTamMu

Ecin Bam npuwie SMS-cooGmenne o Tom, uto
Bawa  GankoBckass  kapra 3a610KkupoBaHa,
HeoGX0auMO IOATBEPAHTL ONEPALHIO MO CIHCAHHIO
HJIH FICPEBOAY ACHEKHBIX CPEATCH.

[TOMHUTE! Banku He O0CYWeCTBASIIOT TaKHX
pacceuiok! HE 3BomuTe Ha ykasaunbie Homepa

TenedoHoB, o0paTuTech B Guiskaiilice oTaecHHe
Bauka!



AHHE!

Yuacﬂmucs cbakrbl MOLIeHHUYeCcTBa B
OTHOLWIEHUM MOXHUMbIX rpaxaaH!

Bam HO3BOHEUTH ¢ HEe3HAKOMOro HOMepa B
coobmunm, 9To Bam 6amskaii poacrBenEEK
momax B Gexy (zanepxkam moaEmEei,
COBepPIIET AOPOKHO-TPAHCIOPTHOE
OpPOHCINECTBHE B T.L.), 2 AJH TOrO, YTOOLI
OOMO9b, HY’KHA OOpelIeIeHHAS CyMMa JeHer.
Obszarensno npoBephTe 3Ty
HEQOPMANHIO, CBSKHTECH ¢ POXHLIMH H
CIE3KHME DO pamee m3BecTHRIM Bam
HOMepaMm Teaedonon!!!

HU B KOEM CNYYAE HE NEPEBOOUTE U HE NEPENABAUTE
HE3HAKOMbIM JNIULLAM OEHEXHbBIE CPE[LACTBA!!!

K Bam OpHOLTH paboTEEKE
HencuonHoro t{romna, CONHAILHOMH,
ra3oBoll cayx0bl B WIH HEbLIe JEOA OX
Pa3IHIHBIME  OPeIIOraMHE  HOLITAOTCH
3alTE K Bam B a0M x4 oxazamms YCIYT,
OpoBepKH 060pPyAOBAHES H T.1.

-He coemaTe nyckaTts Bx B nom!

-Obsazarensno HOCMOTpPHTE HX
YAOCTOBepeHHe, NOIBOHHTE B Ty
OpPraEN3anHI0, COTPYAHAEKAME KOTOpOH
OHH NPeJCTABHINCH HJIH B DOJTHINIO
oo Ttenedory 02 wxm 102!

- Hu x koem caywae me moxazmiBaiite
He3HAKOMBIM MeCTa XpaHeHHS AeHer H
HeHHOoCTeld!

- Bynere Gpmrensmnl mpE mommrTkax
oTBiess Bac o ocrapaTh Hesmaxomma Ges
OpPHCMOTPa B KBapTeEpe (HanpaMep, mox
IPeATOroM DPHHECTH Bogb)!

He ocraBaiTech paBHOAYLWHbIMM,
AoBeauTe 3TY MHMOPMAaLIMIO [0 POAHBIX M 6NM3KUX!



BHAMAHWE! MOUWEHHHKNW!

'Y MB[} no Huxxeropopackoi o6nacru npepynpexpaer!

MoweHHUYecTBa Ha MHTepHeT-caiTax
" - ITox mpemrorom xymmm —
' IPOJAKE TOBAPA

- ApeRJa XKHIBSA JTHOO
ODOMemeH i

- TpynoycrpoiicrBa

Bul npopaere wnmu nokynaitre Kakoi-nnu6o ToBap No oGnLABNEHUAM, Pa3MeleHHbLIM
Ha WHTEPHET-CaAWTaX, CRAeTe WNKM XoTHre apeHpoBath MWNbe W ANA nepesopa
ACHENMHLIX CPEACTE NOMUMO HOMEpPa 6aHKOBCKOMR KapThl Bac npocsr Hassars eé NIMH-
Kon, xop GesonacHocru (3ro TPU nocnepHMe uuwpLl, PacTIONOMKEHHLIC e3anm
Ganxosckon KapThl), a TaKMe naponu M3 TenethoHHbIX cmc-coobule HuM.

Momuure! BAM 3BOHUT MOLUEHHMUK!
HE nepeuucnsiite geHexHbie cpeacrTsa, He ybeauBwIMCh B
HapeXHocTu agpecara!

MoweHHu4YecTBa ¢ 6aHKOBCKMMM KapTamu

e - ITon opennorom PasbIoOKHPOBKE
GaHKOBCKOH KapTHI
- Bemaar pasamuasix kommencanmi
- IloaTeep:knenna onepanmii mo
COHCAHAI0 THGO mepeBoxy
AeHEXKHBIX CPEACTB

Ecnu Bam npuwno SMS- coobwenue o vom, Yro Bawa Ganxosckan xapra

386&0“908833. HeoGxopnumo NOATEBEPAKUTL OonepauMo no CNMCAHMI0 unu nepesony
ACHEeMHLIX cpegers

MomuuTe! BaHku He OCYLLeCTBNAIOT TakuX paccuinok! He ssoxure Ha

yKasaHHbie B SMS-coobwenmu HOmMepa TeneoHoB, o6paruTech NUYHO B
6nuwxanwee otpeneHue Baxka!

Ecnu B ctanu xeprsoli mowerHuKkos wnm Bur mopospesaiite,
4To B  oTHoweHuu Bac nnaHupyroTes npoTUBONpasHLIe
ASMETBUA, HEIAMRANUTENDHO coobupre o6 stom B nonuMyure
no renepony 02 ( ¢ mobunbrHoro - 102)



